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Partner Collaboration
We are seeking industry partners to help

System Architectures & 
Components

Communication 
Pathways & Protocols

1. Define PV Network Architectures
2. Valiate implementations approaches
3. Develop sets of scenarios for analysis

Control Logic & Authority

Timing, Data Characteristics & 
Performance

Reference Architectures

Communication Profiles

Control Models

Scenario Definitions

Testbed Configurations for 
Risk & Impact Studies

Level 1 – Conceptual
High-level structure and 

information flows

Level 2 – Functional
Behavior, protocols, timing and 

control characteristics

Level 3 – Implementation
Detailed configurations 
(optional/as available)

Data Flow

Network Boundary

Site Network (SCADA) External/Cloud Network

Example: Monitoring for Analysis
Standardization 

& Modeling

Key Principles: Protect sensitive 
information

Capture what is 
needed for risk 
assessment

Enable consistency 
and comparability

Marios Theristis (mtheris@sandia.gov)
C. Birk Jones (cbjones@sandia.gov)

Abstraction & Transformation

DAQ

Reporting

Analysis
SoftwareGateway

PV Panels/ 
Inverters

DAQ

Cyber
Threat


